Mark McCulloch

From: Jose Dominguez

Sent: Wednesday, March 13, 2019 12:47 PM

To: Chris Butler; Cleven Mmari; Brian Lee

Cc: Mark McCulloch; Matt Love; Chris Trown

Subject: Adding a PCl tag in Netdot to your PCl devices

Attachments: Adding a Custom Attribute to an IP address in Netdot.mov; signature.asc

Hello everyone. I decided that it would be better to provide you with the steps necessary to tag your PCI devices
in netdot. This will help everyone identify which devices under their control are in use for credit credit card
transactions. Below you will find the requirements and procedure to follow. I have also added a movie to take
you through the process. I am thinking on adding these as a KB article in Team Dynamix. What do you think?
Let me know if there are any questions,

José.

Adding a Custom Attribute to an IP address in Netdot

Requirements:
1. User access to netdot
2. IP address block assigned to the user

Procedure:
1. Log in to netdot with your credentials.
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2. Type the IP address of the PCI device and press <ENTER>.
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3. This will show you the DNS record associated with the IP.
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DNSYDHCP Tasks

Search (regular exprassion )

IF Block Actlons

Name/IF/MAC: |172.19.128.244

- Select Block -

DNS Records

amiapp.dpspriv.uoregon.edu
Name: amiapp

Active?: Yes
Comments;

Add ress [A/ARAA)
IP: 172.19.128.244

Hardware Information (HINFO)
Text Records ([TXT)

Mail Exelangers (MX)

i GPL. Netdot: NETwark DOcumssntaticn Too

Zone: dpspriv.uoregon.adu

Aliases of amiapp.dpspriv.voregon.edu [CNAME)

w107

My Zones

B -seectacton- B oo - Select Zone -

Created: 2018-05-16 16:59:51
Modifled: 2018-05-16 16:59:51

Expiration
Date:

TTL: B5400

B i

4. Select the IP Address from the "Address" block to manage the IP address records.
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DNS/DHCP | Devices | Contacs
[Flr 1721600012 1 1720900715 1 172.19.128.0/23 1 172,190,138 048
Address: 172.19.128.244 Ohywwinars
Status. STRTC Usad by:
Nacrrimtinn Mmmitarad?e e
Deascriptic Monitered?: Mo
First Seen: 2011-02-03 09:16:08 Interface
Last Seen: 2019-03-13 12:50:048 Device
DNS AJARAMA Records
Name Zone
amiapp dpspriv.uoregon.edu
DME PTR Hecords
MName Zone
A4 198 10 177 im—mrde arma
244,128 19,172.in-addr.arpa
Cusiom Adiriiuies
Last 10 ARP emtries
Tima Ssan MAC Intarfacas
2015-03-13 1Z:00:04 AZBBE1F3IOES arema-private-gw.net.uoregon.edu [ Vian4ii4]
2019-03=-13 11:00:03 ADZBBE1F3I9ES arena-private-gw.net. uoregon.edu [Vian3004]
2019-03-13 10:00:03 ADZBBB1F39ES arena-private-gw .net. uoregon.edu [Vian4004]
2019-03-13 09:00:03 ADZBBELFIYEY arema-private-gw.net.uoregon.edu | Vian4004 |
2019-03-13 08:00:03 AD2BBB1F39E9 arema-private-gw.net. uoregon.edu [Vian4004]
2019-03-13 07:00:03 AD2BBB1F39ES arema-private-gw .net. uvoregon.adu [Vian4004]
2019-03-13 06:00:03 AD2BBB1F39E9 arema-private-gw.net.uoregon.sdu [Vian4004]
2015-03-13 05:00:03 ADZBBBLF39ES arena-private-gw.net.uoregon.edu [Vian4004]
2018-N3-13 N4:00:N32 AN?BRR1F3I9FG arana-private-gw net uaregan. adu [Viandnng)
2019-03-13 03:00:03 ADZBBB1F39E9 arema-private-gw.net.uoregon.edu [Vian4004]
o GPL, Netdet: NETwark DOcumsntatien Teol v,1.0.7
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4. From the "Custom Attributes" section, select "[add]" to get to the IP Block Attribute page.
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IpblockAttr [7]
Mame®: | --Select-- B Ipblock®: 172.19.
Value=*:

(*) Field is required.

Insert Cancel
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5. Select the appropriate flag in the name field (in this case "PCI-DSS").
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CTA-PRINTER
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Management  Help G
INFOSEC-HWVA

DMS/DHCP | Devices | INFOSEC-VULNS CAN

INFOSEC-WEEKLY-VULNSCAN:IS-SYS TEMS

Ipblockattr [ 7] IS-ORACLE-DAISY
L Elpl- ' PCI-DSS
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{*) Field is required. wral

[muin]

Ipblock™: 172.
Value®

Insert Cancel

& GPL. Netdot: METwork DOcumentation Tool w.1.0.7
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6. Assign a value of "Yes", and click on
"Insert".
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DNS/DHCP | Devices | Contacts

IpblockAttr [7]

Mame®: PCI-DSS Ipblock®: 172.19.

(o]

Value™: |ves |

[*) Field is required.

Insert Cancel
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7. And you are now done. The display should look like:
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Management  Help
DNS/DHCP | Devices | Contacts

IpblockAttr
Name: PCI-DSS Ipblock: 172.19.
Value: Yes
audit
Timestamp Username Table Label
2019-03-13 12:14:07 uonet ipblockattr PCI-DSS, Yes, 172.19.128.244
& GPL. Metdet: NETwork DOcumssntaticn Teol v.1.0L7
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